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Objective: This study aims to identify and prioritize cybersecurity risks associated with 
IoT applications in the retail sector, an area critical to digital transformation and 
operational resilience. Given the challenges managers face in evaluating threats under 
uncertainty, the study introduces a novel methodological framework to enhance risk-
based decision-making and strategic resource allocation.   

Methodology: A hybrid approach combining Pythagorean fuzzy SWARA (PF-SWARA) 
and an alternative ranking technique based on adaptive standardized intervals (PF-
ARTASI) within the FMEA framework is proposed. PF-SWARA is used to weight 
evaluation criteria, and PF-ARTASI ranks the identified risks. The model is applied to a 
case study in Iran’s retail sector. Sensitivity and comparative analyses are conducted to 
validate the robustness and effectiveness of the method. 

Results: The findings show that "Insecure Firmware/Software and Inadequate Patch 
Management" is the top cybersecurity risk, followed by "Lack of Standardization and 
Interoperability Issues" and "Physical Security concerns". The proposed PF-SWARA–
ARTASI approach outperforms traditional FMEA and PF-MOORA methods in terms of 
result consistency, robustness, and practicality under uncertain conditions.  

Conclusion: This research makes four contributions: (1) It proposes the first integration 
of PF-SWARA and PF-ARTASI within FMEA; (2) applies a novel ranking method for 
risk prioritization; (3) provides an actionable list of prioritized cybersecurity risks in IoT-
enabled retail; and (4) validates the model through extensive sensitivity and comparative 
analysis. The study provides a valuable decision-making tool for IT managers and 
contributes to the existing literature on fuzzy risk assessment in retail contexts. 
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Introduction 

The remarkable advancements in digital technologies have fundamentally reshaped the structure 

of many industries, with the Internet of Things (IoT) emerging as one of the most influential 

catalysts of this transformation (Abdullah Sani & Jaafar, 2025). As a cornerstone of the Fourth 

Industrial Revolution, IoT facilitates intelligent interconnectivity between devices, sensors, and 

systems, enabling real-time data exchange and significantly improving industrial, service, and 

consumer operations. By offering capabilities such as predictive analytics, inventory tracking, and 

waste reduction, IoT significantly contributes to enhancing supply chain productivity and 

sustainability (Younis et al., 2025). Its global market value surpassed $970 billion in 2022 and is 

projected to exceed $2.2 trillion by 2028, indicating its pervasive adoption across organizational 

levels and its role as a foundational infrastructure for innovative business models (Parra-Sánchez, 

2025; Abdullah Sani & Jaafar, 2025). 

This impact is particularly profound in data-intensive industries such as retail, where 

operational efficiency and consumer-focused innovation strategies are crucial (Caro & Sadr, 2019). 

IoT has rapidly disrupted traditional retail paradigms by transforming every stage of the customer 

journey from pre-purchase to post-sale experiences (Roe et al., 2022). Applications such as 

dynamic pricing, daily inventory tracking, product traceability, and personalized marketing have 

enabled retailers to optimize service delivery and deepen engagement with stakeholders (Serral et 

al., 2020; Kamble et al., 2019). Although Iran's retail sector is still in the early stages of IoT 

integration, understanding and managing its risks is crucial for strategic decision-making and 

effective management planning. National initiatives, such as those led by the Iran 

Telecommunication Research Center, highlight the strategic importance of IoT for economic 

development (Mohammadzadeh et al., 2018). 

However, despite these numerous benefits, the adoption of IoT introduces significant 

cybersecurity concerns. Poorly secured IoT devices are vulnerable to cyberattacks that may 

compromise sensitive data, disrupt operations, and pose risks to both enterprises and end-users 

(Nayak & Swapna, 2023). Cybersecurity has thus become a critical barrier to the diffusion of IoT, 

as attackers are increasingly motivated by high economic gains and armed with advanced tools 

(Aslan et al., 2023; Schiller et al., 2022). In IoT-enabled retail environments, where vast volumes 

of consumer and operational data are continuously exchanged, cybersecurity threats have emerged 

as significant challenges that can result in substantial financial losses, operational disruptions, and 

reputational harm. Given the increasing sophistication of cyberattacks and the economic incentives 

driving them, the structured assessment and prioritization of such risks are indispensable for the 

successful and secure implementation of IoT solutions in the retail sector (Aslan et al., 2023; Nayak 

& Swapna, 2023). 
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To systematically identify and assess cybersecurity risks, various qualitative and quantitative 

risk assessment models have been utilized. Among them, Failure Mode and Effects Analysis 

(FMEA) is widely recognized as a structured and systematic risk assessment technique that 

evaluates risks by focusing on three key dimensions: Severity, Occurrence, and Detection, thereby 

providing a quantitative basis for risk prioritization and decision-making in complex systems 

(Gheidar‑Kheljani & Roshandel, 2021; Maghami et al., 2024). Although widely used, the RPN 

index in FMEA has limitations, including the precise values of the RPN determinants not being 

definitively established. Moreover, the incomplete ranking (characterized by the absence of 

distinctions in prioritization) and the necessity for uniform weights for the RPN determinants 

constitute an additional limitation of this conventional scoring method (Altubaishe & Desai, 2023). 

To address these issues, researchers have increasingly incorporated fuzzy set theory into multi-

criteria decision-making (MCDM) frameworks to handle uncertainty better and improve decision 

accuracy (Behnia et al., 2023; Nazari-Shirkouhi & Zarei Babaarabi, 2025). Pythagorean fuzzy sets 

(PFS), in particular, offer greater flexibility in representing uncertainty compared to intuitionistic 

fuzzy sets, and have demonstrated strong potential in complex decision environments (Yager, 

2013; Ayyildiz, 2022). 

Despite the growing application of fuzzy logic in multi-criteria decision-making (MCDM), a 

significant gap remains in the literature regarding the evaluation of cybersecurity risks to IoT 

applications in the retail sector using an integrated Pythagorean fuzzy set-based approach. In 

particular, the use of the Alternative Ranking Technique based on Adaptive Standardized Intervals 

(ARTASI), a robust method for ranking alternatives, combined with the Stepwise Weight 

Assessment Ratio Analysis (SWARA) within a PFS framework, has not yet been explored. To fill 

this gap, this study proposes a novel hybrid approach that integrates PF-SWARA for weighting 

criteria and PF-ARTASI for ranking risks, thereby enabling a comprehensive evaluation of 

cybersecurity threats in retail IoT settings. 

The contributions of this study are fourfold: 

(a) Proposing a novel FMEA approach integrating SWARA and ARTASI within a Pythagorean 

fuzzy framework; 

(b) Applying PF-ARTASI for effective prioritization of cybersecurity risk factors; 

(c) Systematically identifying and ranking key cybersecurity risks in retail IoT applications; 

(d) Conducting sensitivity and comparative analyses to validate the robustness and applicability 

of the proposed method. 
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The remainder of the paper is structured as follows: Section 2 reviews the relevant literature 

on IoT, cybersecurity risks in the retail sector, and fuzzy MCDM methods; Section 3 presents the 

methodological preliminaries and outlines the proposed integrated PF-SWARA-ARTASI 

technique; Section 4 provides the case study analysis and results; and Section 5 concludes with key 

findings and implications for management theory and practice. 

Literature Background 

IoT and the retail sector 

The IoT, first introduced by Kevin Ashton in 1999, has become a central component of digital 

transformation over the past few decades. It serves as a critical tool for optimizing processes, 

enhancing productivity, and supporting data-driven decision-making across industries (Abdullah 

Sani & Jaafar, 2025). In academic discourse, IoT is defined in multiple ways. The IoT is a network 

of interconnected physical objects embedded within digital infrastructures, enabling seamless 

information exchange and processing. This enhances key organizational capabilities such as 

flexibility, traceability, and data transparency. More broadly, IoT can be viewed as a service-based 

architecture that promotes global trade and competitiveness by enriching digital interactions 

(Younis et al., 2025). 

IoT systems integrate sensors and communication technologies that allow real-time data 

collection, sharing, and analysis (Pino et al., 2024). Over the past two decades, this technology has 

increasingly replaced traditional systems, offering greater efficiency, cost savings, and improved 

product quality (Pino et al., 2024; Schiller et al., 2022). Recognized as a general-purpose 

technology, IoT enables smart devices to function autonomously (Jamme & Connor, 2023), 

supporting operations across locations and enhancing collaboration (Kamble et al., 2019). IoT-

generated data enhances decision-making and customer engagement (Rizvi et al., 2020; Ahmetoglu 

et al., 2022), enabling firms to stay competitive (Roe et al., 2022), particularly during crises such 

as the COVID-19 pandemic (Ma et al., 2022). Its applications span diverse sectors, including 

healthcare (Sadhu et al., 2022), agriculture, transportation, energy (Ahmetoglu et al., 2022), 

manufacturing (Serral et al., 2020), logistics (Pino et al., 2024), and urban planning (Chanal & 

Kakkasageri, 2020), underscoring its transformative potential. 

The existing literature emphasizes the IoT as a transformative force in the retail industry, 

enabling real-time customer interaction, personalized shopping, and operational enhancements. Its 

integration into areas such as dynamic pricing, targeted promotions, inventory tracking, and data 

analytics leads to increased efficiency and effective decision-making at both operational and 

strategic levels (Younis et al., 2025). Recognized by the World Economic Forum as a driver of 

retail transformation, IoT empowers innovations like smart carts, interactive fitting rooms, and 
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mobile payments, which deliver immersive and customized customer experiences (Roe et al., 

2022). 

The IoT also supports real-time stock monitoring, logistics optimization, and demand-based 

store layouts (Hassija et al., 2019). Meanwhile, technologies such as smart shelves and robotic 

assistants enhance service quality (Roe et al., 2022). Data-driven applications improve pricing, 

product traceability, and resource allocation (Serral et al., 2020; Kamble et al., 2019). Numerous 

studies have recently examined the application of IoT in retail operations from various 

perspectives. Table 1 summarizes the key scholarly contributions to IoT applications in the retail 

sector, highlighting the implementation benefits, challenges, and managerial implications. 

Table1. Review of research findings related to the IoT in the retail sector 

No. Authors Research Findings 

1 De Vass et al. (2018) 
IoT capabilities improve internal, customer, and supplier integration, enhancing 

supply chain and organizational performance. 

2 Caro and Sadr (2019) 
Highlighted IoT’s strategic role in integrating retail channels and improving 

operations. 

3 Kamble et al. (2019) 
Found IoT improved food quality; barriers included regulations and poor 

internet infrastructure. 

4 
Lorente-Martínez et al. 

(2020) 
Managerial attitudes have a significant impact on the adoption of IoT in small 

and medium-sized physical retail businesses. 

5 Adapa et al. (2020) IoT retailing created novelty, increasing consumer loyalty and purchase 
intentions. 

6 Serral et al. (2020) Proposed a maturity model to guide IoT adoption based on expert consensus. 

7 Khalil et al. (2020) Developed an RFID-based system for theft prevention, suitable for scalable 

retail use. 

8 De Vass et al. (2021) 
IoT helps supply chains collect data, improving visibility and operational 

clarity. 

9 Park et al. (2021) 
Practicality and enjoyment drove Korean consumer acceptance of IoT retail 

applications. 

10 Ma et al (2022) 
The IoT helps regain market share, although consumer risk aversion limits 

profitability. 

11 Đurđević et al. (2022) 
Beacon-triggered promotions improved shopper attention and influenced 

purchase behavior. 

12 Roe et al. (2022) 
IoT enhanced customer experience, but security and privacy risks remain 

critical. 

13 
Nayak  and Swapna 

(2023) 

Identified IoT security risks; proposed certificateless encryption for data 

protection. 

14 
Jamme and Connor 

(2023) 

Intelligent vending machines were adopted early in tight-knit rural French 

communities. 

15 Uddin et al. (2024) 
Proposed data protection framework focusing on IT capability and employee 

training. 

16 
Argyropoulou et al. 

(2024) 

The IoT capability has a positive impact on firm performance through the 

mediating roles of supply chain integration and capability in the UK retail 

sector. 

17 Ho et al. (2025) 
Uses machine learning and aspect-based sentiment analysis to identify 10 new 

customer experience aspects, enhancing IoT retail strategies in Vietnam. 
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While Table 1 highlights the diverse applications and managerial benefits of IoT in retail, it 

also becomes evident that the deployment of such technologies introduces significant cybersecurity 

concerns. To date, there has been no systematic identification and quantitative ranking of IoT-

related cybersecurity risks in retail environments. Many retailers have encountered vulnerabilities 

during the implementation process. To address this critical gap, the present study adopts a hybrid 

methodology to systematically identify and prioritize these risks, as discussed in the following 

section. 

Cybersecurity risk factors faced by IoT applications in the retail sector 

For this study, risk is defined as “the probability or threat of damage, injury, liability, loss, or any 

adverse event caused by internal or external vulnerabilities, which may be mitigated through 

proactive measures” (Ghadimi et al., 2022). The literature review identified 13 risk factors that 

retailers must consider when implementing IoT techniques successfully. These factors are 

illustrated in Table 2. 

Table 2. Identified cybersecurity risk factors in the implementation of IoT applications 

Symbol Risk Factor Risk Description Supporting Literature 

A1 

Weaknesses in 

authentication and 

authorization in 

IoT devices 

Weak authorization and authentication in IoT devices ,

such as default credentials, insecure interfaces, and 

non-scalable access controls ,expose retail systems to 

cyber threats, particularly in multi-user environments 

that lack robust identity management. 

Akhilesh (2019), Caro 

and Sadr  (2019), Tariq 

et al. (2023), Kaushik 

and Dahiya (2018), 

Sivaselvan et al. (2023) 

A2 

Device 

operational 

disruptions and 

interruptions 

Operational disruptions during IoT device restarts, 

especially in low-power edge devices, create security 

gaps that attackers can exploit, targeting weak boot-

time protections and draining device energy to cause 

service interruptions. 

Kaushik and Dahiya 

(2018), Roe et al. 

(2022), Hassija et al. 

(2019) 

A3 
Physical security 

threats 

Easily accessible IoT devices are vulnerable to physical 
attacks, allowing intruders to tamper with hardware, 

firmware, or software, turn off power, or introduce 

malicious nodes, severely compromising cybersecurity 

in retail environments. 

Schiller et al. (2022), 

Sadhu et al. (2022), 

Alsheikh et al. (2021), 

Rizvi et al. (2020) 

A4 

unauthorized 

access to the IoT 

network 

Unauthorized access enables attackers to stealthily 

infiltrate IoT networks, allowing them to steal data and 

remotely control devices. Phishing attacks further 

increase risks, making retail IoT environments highly 

susceptible to cyber exploitation. 

Hassija et al. (2019), 

Nayak and Swapna 

(2023) 

A5 

Insecure 

firmware/software 

and a lack of 

patch 
management 

Outdated or unpatched IoT firmware and software 

leave devices vulnerable to cyberattacks, enabling 

exploitation through known vulnerabilities or device 

impersonation. Even updates can introduce risks if not 
implemented and verified securely. 

Akhilesh. (2019), 

Kaushik and Dahiya 

(2018), Dejon et al. 

(2019), Feng et al. 
(2022) 

A6 

Data 

transmission 

challenge 

Continuous data transmission over public channels in 

IoT networks poses a risk of interception and 

manipulation. Weak encryption, inconsistent data 

Kaur et al. (2023), 

Kaushik and Dahiya 

(2018), Akhilesh 
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formats, and poor classification expose sensitive 

information to unauthorized access and cyber threats. 

(2019), Sadhu et al. 

(2022) 

A7 
Big data and 

cloud computing 

issues 

Integrating IoT with big data and cloud platforms raises 

cybersecurity risks, including data replay, unauthorized 
access, and insecure storage. Diverse systems and 

devices demand adaptive, up-to-date security to 

prevent breaches and service disruptions. 

Nayak and Swapna 

(2023), Wazid et al. 
(2019), Stergiou et al. 

(2018), Kaushik and 

Dahiya (2018) 

A8 

IoT Botnets and 

Distributed Denial 

of Service 

(DDoS) 

Due to weak security and constant connectivity, IoT 

devices are prime targets for botnets used in DDoS 

attacks. These evolving, hard-to-detect threats 

overwhelm systems and pose growing cybersecurity 

challenges. 

Abu Al-Haija and Al-

Dala’ien (2022), Waqas 

et al. (2022), Kaushik 

and Dahiya (2018), 

Salim et al. (2020), 

Khalil et al. (2020) 

A9 

Lack of 

standardization 

and 

interoperability 

issues 

Lack of IoT standardization leads to poor device 

interoperability, fragmented ecosystems, and weakened 

security. This complicates threat detection and 

increases legal and privacy risks, underscoring the 

urgent need for unified cybersecurity protocols. 

Brous et al. (2020), 

Tariq et al. (2023), 

Verma et al. (2022), 

Roe et al. (2022) 

A10 

Regulatory 

compliance 

challenges 

Rapid IoT growth outpaces regulations, creating 
privacy and security gaps. Inconsistent laws and 

unclear data ownership complicate compliance, 

increasing cybercrime risks and highlighting the need 

for updated legal frameworks to ensure secure IoT use. 

Verma et al. (2022), 

Roe et al. (2022), 

Ahmetoglu et al. (2022) 

A11 
Social 

engineering 

Social engineering exploits human weaknesses to 

bypass IoT security, targeting users with limited 

technical knowledge and expertise. By manipulating 

individuals rather than systems, attackers gain 

unauthorized access, making this a highly effective 

cybersecurity threat. 

Ghasemi et al. (2019), 

Aslan et al. (2023), 

Okeke and Eiza (2023) 

A12 

Vulnerable supply 

chain for IoT 
components 

Dependence on diverse third-party suppliers in IoT 

supply chains introduces cybersecurity risks. 

Insufficient oversight and unvetted components create 
vulnerabilities that can be exploited, impacting the 

entire retail ecosystem’s security. 

Akhilesh (2019), 

Alsheikh et al. (2021), 
Roe et al. (2022) 

A13 

Lack of human 

awareness and 

skills 

Lack of IoT security awareness and skills among users 

and managers increases vulnerability to cyberattacks. 

Insufficient training and unsafe practices, such as using 

unverified third-party apps, create entry points for 

attackers, thereby heightening risks. 

Ani et al. (2019), Sadhu 

et al. (2022) 

 

FMEA and MCDM methods in a fuzzy environment  

FMEA approach 

FMEA is a widely applied risk assessment tool that systematically evaluates, prioritizes, and 

addresses risks in systems, products, and processes before they affect end-users (Altubaishe & 

Desai, 2023; Janatyan et al., 2025). In this framework, risk evaluation is conducted through three 

fundamental dimensions: Severity, Occurrence, and Detection, which together form the basis of 

the Risk Priority Number (RPN) and provide a structured and quantitative mechanism for 
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comparing and prioritizing risks across complex systems (Rahnamay Bonab & Osgooei, 2025). 

However, the traditional RPN method faces criticism for assigning equal weight to all three factors 

and failing to produce fully discriminative risk rankings (Altubaishe & Desai, 2023) 

To address these limitations, scholars have integrated Multi-Criteria Decision-Making 

(MCDM) methods such as SWARA, PIPRECIA, AHP, ANP, and BWM into the FMEA 

framework, enabling more accurate and dynamic weighting of risk factors (Soltanali & Ramezani, 

2023). Additionally, the incorporation of fuzzy set theory helps mitigate subjectivity and vagueness 

in expert judgments, enhancing decision quality (Nazari-Shirkouhi & Zarei Babaarabi, 2025; 

Yaftiyan et al., 2025). FMEA has been applied in IoT cybersecurity to identify failure factors and 

recommend mitigation strategies (Haseeb et al., 2021). Li et al. (2018) integrated fuzzy set theory 

and gray relational analysis to assess smart city security risks, while Mock et al. (2016) used FMEA 

for smart building security. In retail and logistics, gray correlation analysis highlighted logistics as 

a key risk factor. Recent developments involve hybrid FMEA models using fuzzy logic and 

MCDM methods. For instance, DEA-enhanced FMEA improved the risk ranking of the RFID 

system (Chnina & Daneshvar, 2024), while other studies employed AHP, PROMETHEE, and 

fuzzy numbers to refine prioritization (Altubaishe & Desai, 2023). Further enhancements include 

applications in aerospace, innovative products, and IT systems (Tian et al., 2023). Despite these 

advancements, comprehensive FMEA frameworks tailored specifically for IoT cybersecurity in 

retail remain limited. 

SWARA applications 

As an MCDM technique, the SWARA method is widely employed to derive the weights of 

subjective criteria based on experts’ ordered importance judgments (Amiri et al., 2018; Kardani 

Malekinezhad et al., 2025).  It is direct and straightforward, requiring fewer complex comparisons 

and less effort from decision-makers (DMs) (Alkan, 2024). The SWARA method simplifies 

decision-making by determining the weight of criteria without requiring extensive evaluations 

(Sarvari et al., 2024). DMs play a key role in adjusting criteria based on current conditions and 

incorporating the importance ratios into the weighting process (Ghiaci & Ghoushchi, 2023). Its 

integration into other MCDM methods enhances its effectiveness, requiring fewer pairwise 

comparisons than methods like AHP (Balali et al., 2022).  

The SWARA method is widely used to give weights to criteria in multiple-criteria decision-

making problems. Ghiaci and Ghoushchi (2023) introduced an integrated SWARA-MOORA 

approach using Pythagorean fuzzy sets to prioritize barriers for IoT-enabled circular economy 

systems. Görçün et al. (2022) applied a fuzzy SWARA and fuzzy EATWOS methodology to 

evaluate retail supply chain performance in the face of uncertainties. Furthermore, Maghami et al. 



 

 
 

Industrial Management Journal, Volume 18, Issue 1, 2026 

 

 

30 

(2024) introduced a hybrid FMEA method that integrates cost and time into RPN calculations, 

utilizing SF-SWARA and SF-WASPAS to prioritize risks associated with solar grid integration. 

Alkan (2024) proposed a hybrid MCDM approach with CRITIC, SWARA, and CODAS in an 

interval-valued picture fuzzy environment. Akram et al. (2024) employed IRNs, SWARA, and 

ELECTRE I to address uncertainties in expert assessments. Sarvari et al. (2024) employed a three-

round Delphi survey, followed by SWARA, to rank human error factors in a non-fuzzy context. 

Ghoushchi et al. (2023) prioritized clean energy barriers using SWARA and CODAS in an SFS 

environment. Additionally, Jafarzadeh Ghoushchi et al. (2023) integrated spherical fuzzy SWARA 

and MARCOS for assessing rural road risk. Alvand et al. (2023) employed a model that integrates 

FMEA, SWARA, and WASPAS to evaluate construction project risks. 

ARTASI technique  

ARTASI is a powerful technique for ranking alternatives, enabling more precise comparisons 

through the adaptive standardization of values and aggregation functions. ARTASI primarily aims 

to provide a tool for standardizing information, enabling the comparison of various alternatives 

across multiple and complex criteria (Pamucar et al., 2024). Instead of using the traditional [0, 1] 

range, ARTASI allows values to be mapped to a custom-defined, standardized range. This adaptive 

standardization makes this method particularly suited for complex environments where traditional 

ranking methods may fail to capture the nuances of different criteria. Once the values are 

standardized, ARTASI compares each alternative with ideal and anti-ideal values (Yalçın et al., 

2024; Kara et al., 2024). In combination with other decision support techniques, such as PFS, this 

method improves ranking precision by addressing the inherent uncertainty in evaluations. A study 

used the COBRAC-ARTASI method to evaluate Big Data platforms for large-scale enterprises. 

COBRAC handles pairwise comparisons of ranked criteria, while ARTASI evaluates alternatives 

through standardized intervals. Findings showed that ease of utilization was the most significant 

factor, with Microsoft SQL Server as the optimal platform (Pamucar et al., 2024).  

Kara et al. (2024) introduced a hybrid Picture Fuzzy CIMAS-ARTASI model for evaluating 

website performance in human resource management (HRM). This model integrates Multi-Criteria 

Group Decision-Making (MCGDM) techniques with PFS, aiming to select the most suitable e-

recruitment platform for assigning a Chief Information Security Officer (CISO). The CIMAS 

method calculates expert-determined importance levels for qualitative and quantitative criteria, 

while ARTASI ranks alternatives based on adaptive standardized intervals. The findings 

demonstrated the model’s robustness, indicating that performance metrics such as website speed 

and accessibility are crucial in determining the optimal platform for HRM (Kara et al., 2024). 
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This study offers two primary contributions. Initially, it explores and identifies a 

comprehensive range of cybersecurity risks affecting IoT applications within the retail sector, with 

a focus on the Iranian retail sector. Additionally, it provides an in-depth analysis of each identified 

risk factor to clarify the specific security concerns associated with IoT applications in the retail 

sector. Second, an adjusted ARTASI is introduced to rank the recognized risk factors. The adjusted 

ARTASI addresses the challenge of obtaining the global weights of the alternatives related to the 

traditional ARTASI. The proposed approach addressed some disadvantages of the FMEA method, 

including the lack of weight assessment for risk factors and the ignoring of uncertainty. The 

findings of the present study can appropriately inform policymakers and industry practitioners 

regarding the existing risk. 

Materials and Methods 

Proposed method 

In this study, an integrated framework of FMEA-SWARA-ARTASI is developed under the PF 

environment to evaluate and prioritize potential risk factors. Regarding the advantages of PFSs 

applied in this study, the vagueness of the DMs’ views is diminished; therefore, the results are 

more reliable and applicable in real-life cases. This methodology is presented in three main phases. 

In the first phase, FMEA experts specify the potential risks, considering the severity (S), occurrence 

(O), and detection (D) of each risk. In the next phase, using the PF-SWARA, weights are assessed 

for all three factors of the FMEA approach. In the final phase, all the risks specified in the first 

phase are ranked using the developed PF-ARTASI method, based on the criteria weights obtained 

in the second phase. The implementation process of the proposed method is shown in Figure 1. 
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Identifying the critical risk factors

P
F

-A
R

T
A

S
I

Identifying the potential risk factors

Determining the SOD factors of each risk by FMEA team

Prioritizing criteria by experts based on Pythagorean fuzzy linguistic variables

Converting the linguistic variables to Pythagorean fuzzy numbers

Calculate the score function of Pythagorean fuzzy numbers  

Implementing the PF-SWARA method

Constructing decision matrixbased on Pythagorean fuzzy linguistic variables

F
M

E
A

P
F

-S
W

A
R

A

Converting the linguistic variables to Pythagorean fuzzy numbers

Calculate the score function of decision matrix  

Implementing the PF-ARTASI method

The final prioritization of risk factors

 

Figure 1. The proposed approach 
 

PF-SWARA  

The Stepwise Weight Assessment Ratio Analysis (SWARA) method was initially introduced by 

Keršulienė et al. (2010) as a structured procedure that enables decision-makers to rank criteria, 

assess their relative importance, and derive weights systematically and transparently. Subsequent 

studies have emphasized its practicality and adaptability across various decision-making contexts, 

particularly due to its straightforward weighting logic (Aghazadeh et al., 2018; Alkan, 2024). The 

present study aims to enhance the SWARA methodology within the PF-SWARA framework to 

address certain limitations inherent in the conventional FMEA technique, thereby constituting a 

more robust methodology for problem resolution. As delineated in Section 2.3, SWARA has been 
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chosen due to its superior merits compared to alternative weighting methodologies. The procedural 

steps of the PF-SWARA are briefly given below. 

Step 1. Assembling a criterion set by the expert panel  

In this step, the expert panel deliberates and scrutinizes the criteria. Decision criteria are delineated 

as a set. 𝑇 = {𝑇1. 𝑇2. … . 𝑇𝑛}. 

Step 2. Developing a decision matrix with PFNs 

At this step, the linguistic values (LVs) articulated by the experts will be transmuted into PFNs in 

accordance with Table 3.  

Table 3. LVs and their PFNs 

Linguistic values 
Pythagorean fuzzy numbers 

(u, v) 

Extremely Low (EL) (0.15, 0.95) 

Very Low (VL) (0.25, 0.90) 

Low (L) (0.30, 0.85) 

Medium Low (ML) (0.35, 0.75) 

Medium (M) (0.45, 0.65) 

Medium High (MH) (0.60, 0.50) 

High (H) (0.70, 0.35) 

Very High (VH) (0.80, 0.30) 

 

Step 3. Calculation of DEs weight 

If A= {μ𝐴. 𝜈𝐴} denotes a PFN; the following formula outlines how to calculate the Kth specialist’s 

weight.  

Step 4. Constructing the matrix of aggregated Pythagorean fuzzy decision (APF-D)  

The subsequent Equation is employed to amalgamate the DE opinions. The operator is utilized for 

this Pythagorean fuzzy weighted averaging (PFWA), where 𝑊𝑖𝑗
𝑘 = [μ𝑖𝑗

𝑘 . 𝑣𝑖𝑗
𝑘 . 𝜋𝑖𝑗

𝑘 ] is a Pythagorean 

number explained by the Kth expert for  𝑇𝑗 criteria. 

 

 

(1) 

 

 

𝜔𝑘 =

(𝜇𝑘
2 + 𝜋𝑘

2 × (
𝜇𝑘

2

𝜇𝑘
2 + 𝑣𝑘

2))

∑ (𝜇𝑘
2 + 𝜋𝑘

2 × (
𝜇𝑘

2

𝜇𝑘
2 + 𝑣𝑘

2))
𝑙
𝑘=1

  . 𝑘 = 1(1)𝑙;𝜔𝑘 ≥ 0 . ∑ 𝜔𝑘 = 1

𝑙

𝑘=1
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(2) 

 

𝑧𝑖𝑗 = 𝛾(𝜇𝑘 . 𝑣𝑘) = 𝑃𝐹𝑊𝐴𝜆(𝑔𝑖𝑗
(1)

. 𝑔𝑖𝑗
(2)

. … . 𝑔𝑖𝑗
(𝑙))

= 𝛾

[
 
 
 
√1 − ∏(1 − 𝜇𝑘

2)𝜔𝑘

𝑙

𝑘=1

.∏(𝑣𝑘)
𝜔𝑘

𝑙

𝑘=1

 

]
 
 
 

 

Step 5. Calculating the weights of the criteria  

According to the SWARA method, the expert team initially ranks the specified criteria based on 

their level of significance in this method, wherein the paramount criterion is prioritized first. Then, 

other criteria are ranked based on their relative significance. Estimating weights for the criteria 

through SWARA can be accomplished by following the steps outlined below.  

Step 6. SCORE VALUES calculation 

It is imperative to compute the SCORE VALUE (Equation 2) to sort the criteria systematically. 

Step 7. Sorting criteria 

The specified criteria are initially recorded in accordance with their respective score values. The 

criteria of utmost significance are categorized in the higher categories, while those of lesser 

significance are classified in the lower categories. 

Step 8. Regulating the criteria’s proportionate importance  (𝑆𝑗) 

The relative importance of the criteria is adjusted in relation to the preceding one. 

Step 9. Computing coefficient  (𝐾𝑗) 

The coefficient serves as a function reflecting the proportionate significance of criteria, which are 

computed utilizing the following Equation: 

(3) 𝐾𝐽 = {
1.            𝑗 = 1
𝑠𝑗 + 1.    𝑗 > 1. 

Step 10. The calculation of each criterion’s initial weight 

In this step, each criterion’s initial weight is calculated using the Equation below.  
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(4) 
𝑝𝑗 = {

1.           𝑗 = 1
𝑘𝑗−1

𝑘𝑗
       𝑗 > 1.

 

Step 11. The final normal weight calculation 

Finally, the normalized weight of each criterion is calculated as follows. 

(5) 𝜔𝑗 =
𝑝𝑗

∑ 𝑝𝑗
𝑛
𝑗=1

 

PF-ARTASI 

The Alternative Ranking Technique based on Adaptive Standardized Intervals (ARTASI) method 

was proposed by Pamucar et al. (2024). 

Step 1. Decision matrix construction 

Let us consider 𝐴 = {𝐴1. 𝐴2. … . 𝐴𝑖. … . 𝐴𝑚} and 𝐶 = {𝐶1. 𝐶2. … . 𝐶𝑗 . … . 𝐶𝑛} as the group of 

alternatives and criteria, respectively. Consider ∆ = (Ϛ𝑖𝑗). 𝑖 = 1(1)𝑚 . 𝑗 = 1(1)𝑛 a decision 

matrix presented by the DMs. Therefore, Ϛ𝑖𝑗  is the evaluation of alternative 𝐴𝑖 about criterion 𝐶𝑗. 

Step 2. Converting linguistic variables into PF numbers 

The linguistic variables of the decision matrix are transformed into PF numbers, referencing the 

decision matrix established in the initial step. The decision matrix is then derived using these PF 

numbers. The conversion is consistent with the data presented in Table 4. Then, crisp values are 

obtained from the score function. 

Table 4. Nine-point scale of Pythagorean fuzzy LVs 

Linguistic values 
Pythagorean fuzzy numbers 

(u, v) 

Extremely low(EL) (0.10, 0.99) 

Very little(VL) (0.10, 0.97) 

little(L) (0.25, 0.92) 

Middle little (ML) (0.40, 0.87) 

Middle  (M) (0.50, 0.80) 

Middle high(MH) (0.60, 0.71) 

Big(B) (0.70, 0.60) 

Very tall(VT) (0.80, 0.44) 

Tremendously high (TH) (1.00, 0.00) 
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Step 3. Calculating the matrices of absolute maximum and minimum values  

It is possible to calculate the absolute maximum and minimum values of a matrix using a crisp 

decision matrix, as outlined in Equations (6) and (7), respectively. 

(6) Ϛ𝑗
𝑚𝑎𝑥 = max

1≤𝑖≤𝑚
(Ϛ𝑖𝑗) + { max

1≤𝑖≤𝑚
(Ϛ𝑖𝑗)}

1/𝑚

 

(7) Ϛ𝑗
𝑚𝑖𝑛 = min

1≤𝑖≤𝑚
(Ϛ𝑖𝑗) − { min

1≤𝑖≤𝑚
(Ϛ𝑖𝑗)}

1/𝑚

 

Step 4. Standardizing the initial decision matrix 

The standardized decision matrix is calculated using the two steps presented below.  

The first-level standardized decision matrix is initially obtained from Equation (8). 

 

(8) 
ɸ𝑖𝑗 =

Ψ(𝑢) − Ψ(𝑙)

Ϛ𝑗
𝑚𝑎𝑥 − Ϛ𝑗

𝑚𝑖𝑛 Ϛ𝑖𝑗 +
Ϛ𝑗

𝑚𝑎𝑥 . Ψ(𝑙) − Ϛ𝑗
𝑚𝑖𝑛 . Ψ(𝑢)

Ϛ𝑗
𝑚𝑎𝑥 − Ϛ𝑗

𝑚𝑖𝑛  

Ψ(𝑢) and Ψ(𝑙) denote the lower and upper limits of the standardized interval. 

The second-level standardized decision matrix is estimated by ɸ𝑖𝑗 for benefit type criteria and 

Equation (9) for cost type criteria. 

(9) ζ𝑖𝑗 = −ɸ𝑖𝑗 + max
1≤𝑖≤𝑚

(ɸ𝑖𝑗) + min
1≤𝑖≤𝑚

(ɸ𝑖𝑗) 

Step 5. Determining the degree of alternatives’ usefulness in terms of the ideal and anti-ideal value 

The usefulness degree is determined in terms of the ideal value by expression (10):  

 (10) ϑ𝑖𝑗
+ =

ζ𝑖𝑗

max
1≤𝑖≤𝑚

(ζ𝑖𝑗)
.𝑤𝑗 . Ψ

(𝑢) 

The usefulness degree is determined in terms of the ideal value by expressions (11) and (12).   

 (11)  ϑ𝑖𝑗 =
min

1≤𝑖≤𝑚
(ζ𝑖𝑗)

ζ𝑖𝑗
. 𝑤𝑗 . Ψ

(𝑢) 
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Where the application of expression (12) defines the degree of utility in relation to the anti-ideal 

value: 

(12) ϑ𝑖𝑗
− = −ϑ𝑖𝑗 + max

1≤𝑖≤𝑚
(ϑ𝑖𝑗) + min

1≤𝑖≤𝑚
(ϑ𝑖𝑗) 

Step 6. Determining the aggregated degrees of the alternatives’ utility 

The aggregated degrees of the alternatives’ utility are determined by expressions (13) and (14). 

  

(13) 
Ձ𝑖

+ = ∑ϑ𝑖𝑗
+

𝑛

𝑗=1

 

 

(14) 
Ձ𝑖

− = ∑ϑ𝑖𝑗
−

𝑛

𝑗=1

 

Step 7. Calculating alternatives ranking and final utility functions  

Ranking and final utility functions can be determined by the aggregated utility levels. The 

alternatives’ utility functions are estimated by expression (15).  

(15) Ω𝑖 = (Ձ𝑖
+ + Ձ𝑖

−){𝛼. 𝑓(Ձ𝑖
+)φ + (1 − 𝛼).𝑓(Ձ𝑖

−)φ}; φ ∈ [1,+∞);  𝛼 ∈ [0, 1] 

Where 𝑓(Ձ𝑖
+) and 𝑓(Ձ𝑖

+) signify additive functions we obtain as 𝑓(Ձ𝑖
+) =

Ձ𝑖
+

Ձ𝑖
++Ձ𝑖

− and 𝑓(Ձ𝑖
+) =

Ձ𝑖
−

Ձ𝑖
++Ձ𝑖

−. 

The alternatives’ final ranking is determined by the final utility functions, expression (15), 

where the alternative should possess the highest value Ω𝑖. 

Results 

The findings of the proposed method in this study, which assesses cybersecurity risks associated 

with IoT applications in the retail sector, are presented in this section. The Pythagorean fuzzy 

theory is employed due to the uncertainty of the factors. The PFSs corresponding to three factors 

for each risk, as identified by the FMEA team's observations, are illustrated in Table 5. 
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Table 5. The decision matrix in the form of Pythagorean fuzzy LVs 

 Severity(S) Occurrence(O) Detection(D) 
A1 M MH ML 
A2 L M M 
A3 B MH ML 
A4 MH M M 
A5 B VT MH 
A6 VL M MH 
A7 VL L B 
A8 ML M ML 
A9 B MH M 
A10 MH ML L 
A11 VL L ML 
A12 L M ML 
A13 B B MH 

Subsequently, the PF-SWARA approach is utilized to assign weights to the criteria in 

accordance with the second phase of the proposed method. Within the SWARA method, the 

involvement of DEs constitutes a crucial element of the criteria weighting procedure. Each DE 

ascertains the importance of the criteria. The DE then ranks the entire criteria, implicit 

understanding, and informational resources (Table 6). 

Table 6. Pythagorean fuzzy LVs of triple criteria by experts’ judgements 

DM1 DM2 DM3 

S  S  S  

O L O ML O VL 

D VL D L D ML 

Consistent with SWARA and as indicated in Table 4, the verbal suffixes presented in Table 6 

are converted into PFNs. The PFWA matrix is established utilizing the weights assigned by the 

DEs, and three criterion weights are derived employing the SWARA approach, as outlined in Table 

7. 

Table 7. The weights of the triple criteria calculated by the PF-SWARA method 

Criteria Crisp values S𝑖 K𝑖 P𝑖 W𝑖 
S   1 1 0.44 
O -0.67 0.67 1.67 0.60 0.26 
D -0.53 -0.14 0.86 0.69 0.30 

 

The prioritization is conducted using the PF-ARTASI method in the third phase of the 

proposed method, following the results obtained from the initial and second phases. The 

Pythagorean fuzzy decision matrix presented in Table 5 is transmuted into PFNs in Table 8. 
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Table 8. Pythagorean fuzzy group assessment matrix 

 S O D 
 u v u v u v 

A1 0.50 0.80 0.60 0.71 0.40 0.87 
A2 0.25 0.92 0.50 0.80 0.50 0.80 
A3 0.70 0.60 0.60 0.71 0.40 0.87 
A4 0.60 0.71 0.50 0.80 0.50 0.80 
A5 0.70 0.60 0.80 0.44 0.60 0.71 
A6 0.10 0.97 0.50 0.80 0.60 0.71 
A7 0.10 0.97 0.25 0.92 0.70 0.60 
A8 0.40 0.87 0.50 0.80 0.40 0.87 
A9 0.70 0.60 0.60 0.71 0.50 0.80 

A10 0.60 0.71 0.40 0.87 0.25 0.92 
A11 0.10 0.97 0.25 0.92 0.40 0.87 
A12 0.25 0.92 0.50 0.80 0.40 0.87 
A13 0.70 0.60 0.70 0.60 0.60 0.71 

The normalized matrices are calculated according to step 4 and presented in Tables 9 and 10.  

Table 9. The first-level normalization matrix 

 S O D 
A1 -47.75 -27.45 -98.91 
A2 -90.08 -47.93 -72.89 
A3 8.13 -27.45 -98.91 
A4 -21.32 -47.93 -72.89 
A5 8.13 21.72 -41.96 
A6 -105.88 -47.93 -41.96 
A7 -105.88 -80.74 -7.49 
A8 -69.99 -47.93 -98.91 
A9 8.13 -27.45 -72.89 
A10 -21.32 -65.16 -122.42 
A11 -105.88 -80.74 -98.91 
A12 -90.08 -47.93 -98.91 
A13 8.13 -4.62 -41.96 

 

Table 10. The second-level normalization matrix 

 S O D 
A1 -47.75 -27.45 -31.01 
A2 -90.08 -47.93 -57.03 
A3 8.13 -27.45 -31.01 
A4 -21.32 -47.93 -57.03 
A5 8.13 21.72 -87.96 
A6 -105.88 -47.93 -87.96 
A7 -105.88 -80.74 -122.43 
A8 -69.99 -47.93 -31.01 
A9 8.13 -27.45 -57.03 
A10 -21.32 -65.16 -7.49 
A11 -105.88 -80.74 -31.01 
A12 -90.08 -47.93 -31.01 
A13 8.13 -4.62 -87.96 
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The aggregate degree of utility of the alternatives matrix is obtained by expressions (13) and 

(14) and presented in Table 11.  

Table 11. The aggregate degree of the alternative's matrix utility 

 Ձ𝑖
+ Ձ𝑖

− 
A1 -258.71 -408.29 
A2 -484.87 -310.98 
A3 40.88 156.90 
A4 -116.26 -451.61 
A5 155.58 315.70 
A6 -539.37 -288.05 
A7 -545.16 -268.92 
A8 -402.53 -362.67 
A9 66.28 196.07 
A10 -185.32 -753.29 
A11 -634.39 -333.03 
A12 -510.27 -350.15 
A13 123.91 -12.55 

 

Finally, 𝒇(Ձ𝒊
+), 𝒇(Ձ𝒊

−) and Ω𝒊 are calculated in step 7 as a final step of the proposed method. 

In this Equation, the values of φ and α are considered 1 and 0.5, respectively. The final score 

(Ω𝒊) Moreover, the rank of each risk is obtained based on these three values. As shown in Table 

12, we find that A5, which equals 235.646, is prioritized over other risks. A9 and A3, equal to 

131.177 and 98.892, hold the second and third priorities, and A11, equal to -483.711, is in the last 

one. Consequently, specialists can implement preventive and remedial actions based on priorities 

to mitigate the negative impact of these risks.  

Table 12. The ARTASI indices for each risk 

 𝑓(Ձ𝑖
+) 𝑓(Ձ𝑖

−) Ω𝑖 Rank 
A1 0.388 0.61 -333.50 6 
A2 0.61 0.39 -397.92 8 
A3 0.21 0.79 98.89 3 
A4 0.20 0.79 -283.93 5 
A5 0.33 0.67 235.64 1 
A6 0.65 0.35 -413.71 10 
A7 0.67 0.33 -407.04 9 
A8 0.53 0.47 -382.60 7 
A9 0.25 0.75 131.18 2 
A10 0.20 0.80 -469.31 12 
A11 0.65 0.34 -483.71 13 
A12 0.59 0.41 -430.21 11 
A13 1.11 -0.11 55.68 4 

Sensitivity and comparative analysis 

The sensitivity analysis scenarios have been formulated to evaluate the robustness of the proposed 

PF-SWARA-ARTASI hybrid model. These scenarios facilitate the examination of the relations 

between the results derived from the algorithm’s implementation across various conditions and the 
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corresponding research findings. The sensitivity analysis scenarios (SAS) organization is presented 

below: 

Is there any change in alternative rankings if the φ value in the proposed approach is changed? 

Is there any change in alternative rankings if the value in the proposed approach is changed? 

Table 13 presents the ranking results for different values of φ and α. Based on the results, we 

find that with the change of φ and α, does not considerably alter the results. Although there are 

some changes in the priority of risks, the set of critical risks is constant in most scenarios. The 

change in φ and α does not significantly influence the ranking because A5 (Insecure 

Firmware/Software and Lack of Patch Management) is identified with high priority in all scenarios. 

Nonetheless, experts can decide about the values of φ and α based on the characteristics of the data 

and the specific subject matter. 

Table 13. Risks rankings with different 𝛗 and 𝛂 values 

 φ=1 
 𝛼 = 0.1 𝛼 = 0.3 𝛼 = 0.5 𝛼 = 0.7 𝛼 = 0.9 
 Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank 

A1 -393.33 11 -363.42 8 -333.50 6 -303.58 6 -273.67 7 

A2 -328.36 7 -363.14 7 -397.92 8 -432.70 9 -467.48 9 

A3 145.30 3 122.10 3 98.89 3 75.69 4 52.48 4 

A4 -418.08 12 -351.01 5 -283.93 5 -216.86 5 -149.79 5 

A5 299.69 1 267.67 1 235.64 1 203.62 1 171.60 1 

A6 -313.19 6 -363.45 9 -413.71 10 -463.98 12 -514.24 11 

A7 -296.54 5 -351.79 6 -407.04 9 -462.29 11 -517.53 12 

A8 -366.66 10 -374.63 10 -382.60 7 -390.57 8 -398.54 8 

A9 183.09 2 157.13 2 131.18 2 105.22 2 79.26 3 

A10 -696.50 13 -582.90 13 -469.31 12 -355.71 7 -242.12 6 

A11 -363.16 8 -423.44 12 -483.71 13 -543.98 13 -604.26 13 

A12 -366.16 9 -398.18 11 -430.21 11 -462.23 10 -494.25 10 

A13 1.10 4 28.39 4 55.68 4 82.97 3 110.26 2 

 φ =2 
 𝛼 = 0.1 𝛼 = 0.3 𝛼 = 0.5 𝛼 = 0.7 𝛼 = 0.9 
 Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank 

A1 -395.89 11 -369.83 5 -341.78 6 -311.23 6 -277.32 6 

A2 -332.48 7 -371.78 6 -407.31 8 -439.98 8 -470.38 9 

A3 149.41 3 133.17 3 114.65 3 92.49 4 62.98 4 

A4 -430.01 12 -383.17 10 -329.75 5 -265.80 5 -180.44 5 

A5 303.52 1 277.54 1 248.87 1 216.44 1 178.19 1 

A6 -322.13 6 -381.26 9 -432.38 10 -478.06 11 -519.74 11 

A7 -307.90 5 -373.87 7 -429.83 9 -479.31 12 -524.13 12 
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A8 -366.85 8 -375.07 8 -383.12 7 -391.00 7 -398.72 8 

A9 187.19 2 168.01 2 146.35 2 120.86 2 88.31 3 

A10 -717.03 13 -638.37 13 -548.54 13 -440.77 9 -296.07 7 

A11 -374.25 10 -445.39 12 -506.64 12 -561.24 13 -610.98 13 

A12 -369.30 9 -404.88 11 -437.59 11 -468.02 10 -496.58 10 

A13 40.95 4 68.67 4 88.06 4 103.90 3 117.62 2 
 φ=3 
 𝛼 = 0.1 𝛼 = 0.3 𝛼 = 0.5 𝛼 = 0.7 𝛼 = 0.9 

 Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank Ω𝑖 Rank 

A1 -397.88 11 -375.25 5 -349.49 5 -319.26 6 -281.85 6 

A2 -337.56 7 -380.87 7 -416.08 8 -446.17 8 -472.66 9 

A3 151.59 3 139.66 3 125.26 3 106.46 4 76.50 4 

A4 -436.30 12 -401.96 10 -360.47 6 -306.28 5 -219.84 5 

A5 306.15 1 285.03 1 260.20 1 229.43 1 186.97 1 

A6 -333.83 6 -399.59 9 -448.82 10 -489.11 10 -523.68 11 

A7 -323.02 5 -396.26 8 -449.36 11 -492.21 11 -528.68 12 

A8 -367.06 8 -375.53 6 -383.64 7 -391.41 7 -398.89 8 

A9 189.58 2 175.05 2 157.60 2 135.09 2 100.53 3 

A10 -727.70 13 -670.27 13 -600.84 13 -510.05 12 -364.62 7 

A11 -388.80 10 -467.92 12 -526.71 12 -574.69 13 -615.76 13 

A12 -373.06 9 -411.95 11 -444.62 9 -473.08 9 -498.48 10 

A13 57.33 4 82.88 4 98.313 4 110.00 3 119.63 2 
 

This research undertakes comparative analyses to contrast the outcomes of the proposed 

approach with other PF-based approaches documented in the existing literature. The final rank of 

the risks based on the PF-ARTASI method has been compared with the PF-MOORA method to 

substantiate the validity of the derived outputs as well as the capability and efficacy of the proposed 

approach. As shown in Table 14, the PF-MOORA method, A5, A3, and A9 occupy the first, 

second, and third priority positions, respectively. Ultimately, the concluding ranking of 

cybersecurity risks associated with IoT applications within the retail sector, as determined by both 

methods, reveals a consistent set of critical risks that necessitate strategic planning for the 

implementation of corrective and preventive measures. Conversely, certain discrepancies exist in 

some prioritizations; for instance, based on the outcomes of the PF-ARTASI method, A4 is 

designated as the fifth priority, whereas in the PF-MOORA method and Figure 2, A10 holds the 

fifth priority position. Critical risks necessitate strategic planning for implementing corrective and 

preventive measures. The correlation coefficient for the proposed approach and PF-SWARA-

MOORA is 0.758. These results confirm the validity of the proposed method, as the findings align 

with those of the PF-MOORA approach, which is recognized as a reliable method in the literature 

(Ghiaci & Ghoushchi, 2023). Consequently, it can be asserted that the proposed approach of this 

study is practical and represents a novel application within the domain of FMEA. 
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Table 14. Comparing the results of the PF-ARTASI approach with the PF-MOORA method 

 PF-ARTASI PF-MOORA 
 Ω𝑖 Rank Score Rank 

A1 -333.50 6 -0.03 6 
A2 -397.92 8 -0.32 10 
A3 98.89 3 0.20 2 
A4 -283.93 5 -0.05 7 
A5 235.64 1 0.22 1 
A6 -413.71 10 -0.46 12 
A7 -407.04 9 -0.65 13 
A8 -382.60 7 -0.18 8 
A9 131.18 2 0.14 3 

A10 -469.31 12 0.02 5 
A11 -483.71 13 -0.43 11 
A12 -430.21 11 -0.26 9 
A13 55.68 4 0.13 4 

 
 

 

Figure 2. Comparison of the preference order of cybersecurity risks to IoT applications in the retail 

sector with various approaches 

Conclusion 

The IoT has introduced transformative opportunities for improving efficiency, innovation, and 

responsiveness in modern retail environments. However, the rapid expansion of interconnected 

devices has simultaneously intensified cybersecurity concerns related to data protection, system 

integrity, and user privacy, particularly in developing markets such as Iran, where retail 

infrastructures are undergoing fast digitalization but often lack unified security standards. To 

address these challenges, this study proposes a novel and fully integrated framework for identifying 

and prioritizing IoT-related cybersecurity risks in the retail sector. The framework combines PF-
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SWARA and PF-ARTASI within the traditional FMEA structure, utilizing Pythagorean fuzzy sets 

to effectively capture uncertainty in expert judgments. By identifying failure scenarios through 

FMEA, deriving criteria weights via PF-SWARA, and ranking risks using PF-ARTASI, this 

research fills an important gap in the literature by presenting the first application of a PF-SWARA–

ARTASI enhanced FMEA model tailored explicitly for cybersecurity assessment in IoT-enabled 

retail systems. 

The PF-SWARA method was applied to determine the relative weights of the three FMEA 

criteria: Severity, Occurrence, and Detection. The results indicate that Severity has the most 

decisive influence on cybersecurity risk assessment in retail contexts, as security breaches can lead 

to substantial financial losses, operational disruptions, and reputational damage. Detection and 

Occurrence follow in importance, reflecting their essential yet comparatively lower roles. These 

findings are consistent with prior studies, including Alvand et al. (2023), Ghiaci and Ghoushchi 

(2023), and Maghami et al. (2024), all of which identify Severity as the dominant factor in risk 

evaluation. The use of Pythagorean fuzzy sets further enhances the reliability of expert judgments 

by reducing ambiguity and producing more stable weight estimates. This provides a solid and 

precise foundation for subsequent risk ranking and mitigation planning. 

The PF-ARTASI method was then utilized to prioritize the identified cybersecurity risks. 

Through its adaptive two-level standardization and simultaneous comparison with ideal and anti-

ideal solutions, PF-ARTASI enabled a clear and robust ranking of threats. The results showed that 

Insecure Firmware/Software and Lack of patch management represent the most critical risk factor, 

mainly due to the rapid upgrade cycles of IoT devices, which often leave systems outdated and 

susceptible to attacks (Aslan et al., 2023). Unpatched vulnerabilities may allow adversaries to 

impersonate devices, bypass surveillance, or compromise system integrity (Tariq et al., 2023). 

Even legitimate updates may introduce new weaknesses, underscoring the need for secure and well-

governed patch management across all firmware and software layers (Hassija et al., 2019; Dejon 

et al., 2019). 

The second most significant risk, Lack of Standardization and Interoperability Issues, stems 

from the fragmented nature of IoT ecosystems and inconsistent communication protocols (Roe et 

al., 2022; Ahmetoglu et al., 2022). Limited interoperability complicates device integration, 

increases operational workload, and restricts the implementation of consistent security controls. 

This fragmentation also weakens monitoring and incident response capabilities, intensifying legal 

and financial risks, particularly in areas such as data protection and transactional security (Brous 

et al., 2020; Verma et al., 2022). 
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Physical Security Threats were ranked third, emphasizing that the physical accessibility of IoT 

devices exposes them to direct manipulation. Threat actors can tamper with devices by cutting 

power, removing components, or attaching malicious hardware, thereby compromising system 

availability and integrity (Schiller et al., 2022; Tariq et al., 2023; Sadhu et al., 2022). Unauthorized 

physical access may also enable changes to firmware or configurations that circumvent digital 

safeguards. These findings underscore the importance of cybersecurity strategies that integrate 

digital protections with robust physical security controls. 

The sensitivity analysis demonstrated that variations in the parameters φ and α did not result 

in significant deviations from the results. The relative ranking of risks remained largely stable 

across most scenarios, highlighting the robustness and reliability of the proposed PF-SWARA–PF-

ARTASI model. Notably, Insecure Firmware/Software and Lack of Patch Management 

consistently ranked as the highest-priority risk in all scenarios, reaffirming the critical importance 

of secure software updates and systematic patch management in retail IoT systems. 

In the comparative analysis, the PF-ARTASI results were contrasted with those obtained using 

the established PF-MOORA method. The findings revealed a strong alignment between the two 

approaches, with both consistently identifying Insecure Firmware/software, lack of Patch 

Management, Physical Security Threats, and Lack of Standardization and Interoperability Issues 

as the most critical risks. The calculated correlation coefficient of 0.758 further confirms a high 

level of consistency between the proposed approach and an established method in the literature. 

Minor discrepancies, such as ranking differences between Unauthorized Access to the IoT Network 

and Regulatory Compliance Challenges, indicate that PF-ARTASI offers greater sensitivity to 

variations in utility values. This enhanced sensitivity enables more precise differentiation of 

priorities among risks. Consequently, IT managers and policymakers can rely on this approach to 

allocate resources effectively, implement targeted mitigation strategies, and strengthen 

cybersecurity resilience in IoT-enabled retail environments. 

In the existing body of research on IoT-related cybersecurity risks in retail, the importance of 

Insecure Firmware/Software and Lack of Patch Management has been widely acknowledged. 

Several studies, including those by Roe et al. (2022), Feng et al. (2022), Dejon et al. (2019), and 

Ozkan-Okay et al. (2024), highlight that inadequate patching, outdated firmware, and unaddressed 

software vulnerabilities substantially increase exposure to cyberattacks in interconnected retail and 

service infrastructures. Likewise, the critical role of Physical Security Threats has been repeatedly 

emphasized in prior work, such as Schiller et al. (2022), Aslan et al. (2023), Alsheikh et al. (2021), 

Rizvi et al. (2020), and Sadhu et al. (2022), which demonstrate how device tampering, hardware 

manipulation, or unauthorized physical access can compromise the integrity of the entire IoT 

ecosystem. Additionally, the challenges of Standardization and interoperability issues have been 



 

 
 

Industrial Management Journal, Volume 18, Issue 1, 2026 

 

 

46 

clearly recognized in studies such as Gamil et al. (2020), Roe et al. (2022), and Birkel and 

Hartmann (2019), particularly in relation to fragmented architectures, heterogeneous 

communication protocols, and vendor-dependent compatibility gaps. However, while these studies 

primarily identify and qualitatively discuss such risks, the present research advances the field by 

providing a systematic and quantitative ranking of these threats within a unified decision-making 

framework. By integrating FMEA with PF-SWARA and PF-ARTASI under a Pythagorean fuzzy 

environment, this study offers a more discriminative and uncertainty-aware prioritization of IoT 

cybersecurity risks in retail settings than existing approaches based on conventional FMEA or 

single-stage fuzzy MCDM techniques. 

A key methodological contribution of this study is the first-ever development and 

implementation of the ARTASI technique within a Pythagorean fuzzy environment, an innovative 

extension not previously reported in the literature. Building on this advancement, the study 

integrates PF-SWARA to derive fuzzy weights for the FMEA criteria. It employs the newly 

developed PF-ARTASI to rank the identified risks, thereby enabling the simultaneous use of 

Pythagorean fuzzy sets in both the criteria weighting and risk ranking stages. This novel three-

layered configuration forms a highly robust decision-making structure that captures uncertainty 

more effectively and provides finer discrimination among risk levels. By jointly addressing expert 

judgment uncertainty, multi-criteria interactions, and subtle variations in utility values, the 

proposed framework fills a significant methodological gap in the literature. Consequently, it 

delivers substantially improved accuracy, stability, and discriminatory power compared with 

classical FMEA and existing hybrid models, offering practitioners, IT managers, and policymakers 

a more comprehensive and sensitive decision-support tool for enhancing cybersecurity resilience 

in IoT-driven retail environments. 

The findings of this research provide actionable insights for retail managers, IT administrators, 

and cybersecurity planners. By identifying Insecure Firmware/Software and Lack of Patch 

Management as the most critical threats, the proposed model highlights the urgent need for 

structured update policies, automated patch deployment mechanisms, and continuous vulnerability 

monitoring in IoT-driven retail systems. Moreover, the high ranking of Lack of Standardization 

and Interoperability Issues indicates that retailers should prioritize adopting unified standards, 

vendor-agnostic architectures, and compliance frameworks to reduce integration failures. The 

identification of Physical Security Threats as a top-tier risk emphasizes that cybersecurity strategies 

must incorporate device-level safeguards, secure hardware design, controlled physical access, and 

real-time tamper detection. The proposed framework thus equips decision-makers with a 

systematic tool to allocate resources efficiently, prioritize investments, and design multilayered 

defense strategies in complex retail environments. 
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Despite its contributions, this study is subject to several limitations that open avenues for future 

research. First, expert evaluations were collected exclusively from the Iranian retail sector, which 

may limit the generalizability of the results to other geographical or industrial contexts. Expanding 

the expert pool to include international perspectives could provide more diverse insights. Second, 

the analysis focused on a predefined set of cybersecurity risks and FMEA criteria; future studies 

may incorporate additional technical, organizational, or behavioral factors. Third, while PF-

SWARA and PF-ARTASI proved effective for weighting and ranking, integrating alternative 

hybrid MCDM techniques such as PF-BWM, PF-MARCOS, or CRITIC-combined approaches 

may offer complementary benefits. Ultimately, future research may extend the model to real-time 

IoT threat monitoring, predictive risk analytics, or digital-twin-based cybersecurity assessments, 

thereby enhancing dynamic decision-making capabilities 
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